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The Critical Infrastructure of the U.S. has been at an ever 
increasing risk of attack since 9/11.  As the threat of 
cyber-attacks increases, so does the susceptibility of our 

nation’s electric grid. It is essential to protect the Power Grid because it is the foundation on 
which the country, including other critical infrastructure operates. An attack on the Power 

Grid could be debilitating and leave the country and other critical infrastructure systems 

vulnerable .

In 2014, 79 hacking incidents at energy companies were under investigation by the 
Department of Homeland Security (DHS). It has been reported that third-parties hacked 
their way into computer infrastructures at 37% of energy companies2. This typically occurs 
by specifically targeted malware from both domestic and international sources. This trend 
hasn’t been solely within the Cyber Sector as there have been numerous physical break-ins 
at critical substations around the country. In March 2015, attackers physically broke into 
PG&E’s Westpark Substation for two consecutive days and disabled supervisory control and 
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Figure 1. North American Regional Reliability Councils Power Grid Map1
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data acquisition before 
damaging communication 
systems and other 
equipment3.

This type of attack 

represents a new threat to 

the Power Grid, combining 

physical vulnerabilities with 

network-enabled threats. 
This evolution of threats are 
now becoming the norm for 
utilities, municipalities, and 
co-ops across the nation. It is 
imperative that these threats 
be deterred and prevented as 
well as having a plan that 
limits the impact of an attack and provides the ability to 
quickly recover.

Even though these attacks haven’t managed to bring about 
any outages in the US, the international power community 
had its first recorded outage caused by a cyber-attack this 
past December when a Ukraine electric utility experienced a 
malware attack, which caused a blackout for 80,000 
customers in Western Ukraine. DHS stated that the 
"BlackEnergy Malware" used in the attack appears to have 
infected Ukraine's systems via a corrupted Microsoft Word 
attachment. This is the same code that was detected at US 
facilities in 2014, but there were no successful disruptions of 
the grid4. 

One of our nation’s highest priorities for the past several 

years has been improving security for networks that control 

critical infrastructure through the development of 

cybersecurity standards that incorporates the energy, 

power, and chemical sectors. The responsibility of creating 
and enforcing these efforts in the power industry has fallen to 
the North American Electric Reliability Corporation (NERC), a 
non-profit agency operating under the Federal Energy 
Regulatory Commission (FERC). As the federally-designated 
Electric Reliability Organization (ERO) in North America, NERC 
develops and enforces mandatory standards that define 
requirements for reliable planning and operation of the bulk 
power system. The Critical Infrastructure Protection (CIP) 
standards provide a cybersecurity 
framework for the identification and 
protection of Critical Cyber Assets 
that control or affect the reliability of 
North America’s bulk power systems. 

In previous versions of the NERC CIP 
Reliability Standards, critical generation 
facilities, determined by their owner or 

operator, were required to 
adhere to the NERC 
Standards. If any of those 
assets did not have any 
routable communication 
protocols, then they would be 
excluded from compliance 
with the Standards. This 
resulted in a large number of 
generation facilities being left 
out of the compliance 
obligation of NERC CIP; 
however, this has been 
changing. Each year NERC is 
expanding the requirements 
so that an ever increasing 
number of utilities will be 

required to be in compliance with at least some level of the 
CIP Standards in order to better protect the nation’s Power 

Grid.

NERC’s CIP Version 5 Standards represent a major change to 
the existing requirements. Within Version 5, NERC has defined 
a tiered impact rating system, which has classified the Bulk 
Electric System (BES) Cyber Systems into the categories of 
High, Medium and Low. The higher the classification, the 
more protections and controls the BES Cyber Systems are 
required to have. This allows NERC to bring more utilities into 
the mix without requiring them to adhere to all of the 
Standards. 

NERC CIP relates to: (1) Generator Owner and/or Operators, 
(2) Transmission Owner and/or Operators, and (3) 

Distribution Providers, provided they meet the criteria set 
forth by the Standards. If a Transmission Owner or Operator 
owns an asset that can misoperate (i.e., “the failure of a 
Composite Protection System to operate as intended for 
protection purposes”)5  and impact the BES, then they would 
be classified as low-impact. Depending on other factors 
contained within the Standards, the Cyber Asset could be 
classified as a medium or high impact. For Distribution 
Providers, if they currently own an under frequency load 
shedding (UFLS) or under voltage load shedding (UVLS) 
system that can shed 300 MW, or have a Special Protection 
System relating to NERC’s requirements, then they would also 

be brought in as at least a low impact.

The addition of the lower tier 
classifications brings in utilities that 
would have previously been exempt 
from requirements. This is a trend that 
has been continuing since the initial 
inception of the NERC CIP Standards. 
With each new iteration of the 
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One of our nation’s highest 
priorities for the past several 

years has been improving 
security for networks that control 
critical infrastructure...
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Standards, the requirements for 
non-exempt utilities increases, and at 
the same time, other utilities are 
brought into NERC’s scope that were 
previously exempt from requirements. 

While NERC is focused on the users, 
owners, and operators of the Bulk 
Power System (typically systems that are operated at 100 kV or 
higher), the cyber threat to utilities does not make such a 
distinction.  There is a concern that a potential cyber-attack 

could start at a small or medium size utility, attacking their 

SCADA system, and then it could spread to a larger utility 

SCADA systems.  The NERC Cyber Security Standards have 
been designed to protect the larger systems, but even the 
smallest utility needs to be vigilant and ensure that its SCADA 
system is secure.  Industry groups, such as NRECA and APPA, 
are actively working with government agencies and NERC to 
address the continuous threat of cyber and physical attacks on 
small to medium size cooperative and municipal systems.  The 
Rural Utility Service has also encouraged its borrowers to 
develop plans similar to what has been required by NERC 
since 2005, prior to the NERC Reliability Standards becoming 
mandatory and enforceable.  

This highlights the need for utilities to begin to, or continue to, 
think about protecting their Facilities, and their assets inside 
those Facilities. Not only is it essential for the protection of 

the Power Grid as a whole, but eventually NERC’s goal is to 

bring all utilities into scope for the Critical Infrastructure 

Protection Standards. This will help NERC and other agencies 
in the mission to better secure the Power Grid against both 
cyber and physical threats.

FERC has recently issued Order No. 
822, requiring the Utility community 
to follow and to accurately protect 
their Critical Infrastructure from both 
Physical and Cyber threats based on 
the newly updated Version 6 of the 
Standards. This order from FERC 

builds on what is written in Version 5, by further clarifying and 
improving the requirements for High, Medium and Low 
impact entities. This is needed not only for the reliability of the 
delivery of electricity, but also for the safety in our 
communities.  

For more information or to 
comment on this article, please 
contact:

Bill Bateman, Senior Project 
Manager
GDS Associates, Inc. - Marietta, GA
770.425.8100 or 
bill.bateman@gdsassociates.com

Sources

1) 

2) 

3)  

4) 

5) 
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NERC Glossary of Terms Used in NERC Reliability Standards, updated 
December 7, 2015. http://www.nerc.com/pa/Stand/Glossa-
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http://www.bbc.com/news/technology-35297464 
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ssues-after-pge-break-in/400524/

http://money.cnn.com/2014/11/18/technology/security/energy-grid-hack/

http://www.nerc.com/fileUploads/File/AboutNERC/maps/NERC_Regions_C
olor_072512.jpg
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Across the United States, there are more than 1.2 million 

units of public housing managed by over 3,300 public 
housing authorities (PHAs).  These affordable housing 
facilities range from scattered single-family houses to high 
rise complexes, and are located throughout central cities 
(61%), rural and non-metropolitan areas (21%) and suburbs 
(19%)1.  Due to the size and scale of most public housing 
developments, they may be considered key accounts to 
utility companies and are a target for demand side 

management (DSM) and other customer benefit programs.

   
The vast majority of public housing facilities are over 30 years 
old and in continuous need of repair and refurbishment.  To 
help guide the strategic planning process, the U.S. 
Department of Housing and Urban Development (HUD) has 
required public housing authorities with 250 or more units to 
conduct Physical Needs Assessments (PNAs) and all PHAs are 
required to conduct energy audits on a 5-year schedule, a 
requirement that has been in place for the past several 
decades. These assessments, though often addressing similar 
building systems, have historically been completed 
independent of each other and vary widely in terms of depth 
of study and actionable recommendations.  Rule 24 CFR 905 
(2011) introduced the option of a Green 
Physical Needs Assessment (GPNA) 
which melds traditional PNAs and 
energy audits, extends the planning 
horizon from 5 to 20 years, and 
expands applicability from larger 
developments to all PHAs.  This 
article explores the current and 
proposed requirements and 
compliance paths for PHAs, and how 
they fit within the purview of a DSM 
program and other utility efforts.  As 
other types of commercial and 
residential facilities incorporate 
similar practices as public housing 
authorities, some of the findings may 
be applied to both commercial real 
estate and non-public housing 
multifamily developments.

CURRENT HUD REQUIREMENTS

Energy Audits (EAs)

Energy Audits have been required for all Public Housing 
Authorities on a rolling 5-year basis since 19962, however the 
actual requirements are vague and refer the PHA to state 
standards for energy audits.  The industry standard audit 
report has a summary of existing building and equipment 
conditions and specifications, energy consumption baseline 
charts for all fuel types and water use, utility rate tariff and 
annual cost, and recommended energy and water 
conservation measures with estimated installed cost, high 
level energy savings calculations, and simple payback 
calculation. A detailed life-cycle cost analysis and actual 
project quotes are not required.  More detailed interactive 
analysis of the energy conservation measures (ECMs) is not 
required.  The quality of energy audit reports delivered by 
contracted consulting/engineering firms ranges significantly 
based on the approach, experience and qualifications of the 
energy auditor, as well as the objectives of the PHA as 
specified within their Request for Proposals (RFPs).  Although 
the existing energy audit rule mentions a requirement to 
complete energy conservation measures recommended by 
the energy audit, there is no direction on “cost-effective” 

requirements, and the “as funds are 
available” statement establishes a 
loophole for not installing any ECMs 
recommended as some PHA 
operating budgets limit additional 
projects.

PHYSICAL NEEDS ASSESSMENTS 

(PNAS)

Physical Needs Assessments have 
been a required part of large PHA 
operations for every 5 years since 
1992, and can be an important first 
step of capital and operations 
planning.  The HUD PNA utilizes a 
standardized data collection form and 
lists general actions required to bring 
the PHA developments up to 
modernization and energy 
conservation standards, assuming 
routine maintenance over a five year 

i n t e r v a l .  
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Figure 2. High Rise Public Housing Apartment Building
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PNAs generally require on-site inspections, review of 
documents, and resident input, and the deliverable includes 
a report with a description of the work needed at each 
development as well as a cost estimate of the associated 
improvements. Qualifications requirements and 
recommendations are virtually non-existent for providers of 
PNAs, however it seems that historically a significant number 
of PHAs have hired Architechture and Engineering firms, 
consultants or contractors to do the work3.  As with the 
energy audits, the cost, quality, and robustness of PNA 
deliverables varies based on PHA objectives, the time and 
effort expended as well as the approach, qualifications and 
knowledge of the auditor.  

FUNDING MECHANISMS

The cost to perform energy audits and PNAs are eligible 

for use of capital/modernization or operating funds. 

Many smaller PHAs incorporate the energy audit or 
PNA into their 5-year plans by including these costs 
into their operating expense. The cost to conduct 
these assessments is frequently a critical factor in 
defining a scope of work and selecting an auditor, 
often at the expense of thoroughness and quality.    
Leveraging available funding through utility 
programs is one excellent opportunity to stretch 
limited PHA budgets to accomplish more complete 
studies that will yield actionable recommendations 
and result in greater implementation of 
cost-effective projects. Energy performance 
contracts are another option for PHAs to 
complete more in-depth studies and large 
projects that the PHA may not be able to 
implement without the assistance of 
financing.

PROPOSED HUD REQUIREMENTS?

Green Physical Needs Assessments

In 2011, HUD proposed a set of three 
related Public Housing rules: Capital 

Fund Program, Physical Needs 

Assessment, and Energy Audit.  The 
Capital Fund Program rule has been 
approved by HUD, and the 
proposed PNA and energy audit 
rules are still pending final 
approval.  The most recent HUD 
message on the status of the 
proposed PNA rule 
(10/15/2015) states that the 
rule is currently on hold, 
however the current 

requirements of HUD for more than 250 units is still 
maintained as a requirement, and voluntary electronic 
submissions of the HUD GPNA Tool is strongly encouraged.  
The proposed PNA rule’s intent is to integrate Physical Needs 
Assessments with energy audits and was inspired by the 
already established HUD Mark-to-Market program.  

The proposed assessments are known as “Green Physical 
Needs Assessments,” or GPNA, as they will incorporate 

sustainability and energy auditing recommendations into 

a digital tool which is required to be uploaded to HUD on a 
PHA-specific and Asset Management Project - or 
development-specific level.  A 20-year planning period is 
proposed rather than the current 5-year period since it better 
reflects the useful life of key building components and 

ensures long-term viability of a property.  The goals of the 
proposed GPNA Energy Audit rule’s include: 

• Providing more direction and consistency to   

 energy audits performed by PHAs, allowing for  

 ECM data to be entered into a GPNA Tool

• Establishing energy auditor requirements

• Integrating energy audits and PNAs for better   

 capital and modernization planning.  

The rule also introduces consistency within the 
categorization of ECMs to be reviewed by the 
energy auditor, differentiating between “Core” 
(required to be included, “low hanging fruit”) 
and “Advanced” ECMs (optional, alternative or 
experimental technologies and fuel 
switching), and inclusion of non-energy 
systems such as sustainability measures (i.e., 
low-VOC paints and impact on the 
environment or potential health benefits 
such as indoor air quality).  The proposed 
rule requires use of a GPNA Tool and 
insertion of base and efficient 
equipment  costs, incremental cost to 
determine payback, as well as a 
detailed life cycle energy cost 
analysis including any ongoing 
operation and maintenance fees.  

CONCLUSIONS

Utility providers with DSM 
programs should be 
engaging their PHA 
customers to understand 
where they are in the 
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For more information about GDS, our services, 
staff, and capabilities, please visit our website 

www.gdsasssociates.com 

or call 770.425.8100
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planning process and when the 
next 5-year plan will be due.  There 
will often be cost-effective 
conservation measures from the 
recent audits that have not been 
completed and can be revived 
through more in-depth study, 
financial support, or a combination 
of the two.  Some specific questions 
and topics to discuss are found in 
Figure 3.

For utility providers without DSM programs, there is still 
value in reaching out to PHAs and discussing where those 
customers are in their planning process and what their 
ultimate objectives are.  There may be infrastructure/service 
improvements needed or fuel switches planned that could 
be supported.  Additional technical support could also be 
provided to low-income energy efficiency program PHA 
participants to assist with funding of a HUD-compliant 
energy audit and implementation of cost-effective 
measures.  For utilities without DSM programs, this is 

primarily an opportunity to build 
relationships with these key 
customers by understanding 
their obligations to HUD and 
supporting their short and long 
term energy goals.

For more information or to 
comment on this article, contact:

Sam Alpert, Engineer
GDS Associates, Inc. - Manchester, NH

603.656.0336 or 
sam.alpert@gdsassociates.com

Sources

1) http://www.clpha.org/facts_about_public_housing#_edn9 

2) 24 CFR 965.301 (source = 61 Federal Register, section 302) 

3) Assessment of Comprehensive Grant Program, Abt Associates,1995
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Review the most 
recently completed 

audit.  What measures 
have been implemented 
and which have not? For 
those that have not, what 

were the barriers to 
implementation?

Are there any 
major mechanical or 

building systems 
approaching the end of 

their useful life that will  
require replacement in 

the next 5 years?

Are they 
considering any fuel 

switching 
opportunities?

When is the 
next assessment 

due?  Will they share 
the previous RFP and 

are they open to review 
and comment on the 

scope?  Discuss 
whether cost-sharing 

as a technical 
assistance study is 

an option. 

Figure 3. Specific Questions and Topics to Discuss with PHA Customers


